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HIPAA Prvacy~1

® Notice

® Authorizations

@ Patient Rights

® Policies and Proceduires




Privacy “RighiaherNotIce™ Intent

® Provide individualssknowledge how
their ProtectediiHealthdmformation
(PHI) will be usedg@nd disclosed by
Covered Entity (€E)




Right to"Netiee Eor=Individual

® Covered entitiesf*CE”” must
disclose

— Use and discl@streqarotected health
Information




CE Required Tjo Giye Notice

@ Covered healthfare proyiders'<d®

® Health plans iy
® Certain group healthlans
® Health care clearinghouses




ReguiiediElemenis=lain
lsaNnguage
e Plain language
— may be ethnic ipgd@Rguage

— may be video
— no formatting regemniended




Required=Elements™=-Header

® Required header

— “THIS NOTICE DES@RIBES HOYWAMEDICAL
INFORMATION ABE@W)L-YOIRVIAY BE USED AND
DISCLOSED AND HOMISVOUgE AN GET ACCESS TO THIS
INFORMATION. PLEAS REVIEW IT CAREFULLY™




ReguirediElemenis = Uses-and
[Disclesures

® All uses and disclosuresfwithout
‘authorization’

— Including subjeGilosthgConsent
requirements

— only those permitteag-tinder more stringent
law

® Separately describe gach permitted use
— sufficient detail to alert individual of uses
— examples of treatment, payment,




ReguirediElemenis = Uses-and
[Disclesures

® Notice regardingJdn@divyidual contact

— activities requiiied te belisted in Notice:
appointment remiRIAers
treatment alternatives
health related begefitsyand services
soliciting funds toenefit the CE




Requitéd Elements=lindividual
RIghts

® Notice must descCripge

— Individuals ridigits
— how Individual jag@y"exercise those rights
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Requitéd Elements=lindividual
RIghts

® Right to request restrFictions on use

— statement that§ihe GE pBt required to agree
with restriction

® Right to receive cenfidential
communications ©fiPHI

® Right to Inspect anacopy PHI




Requitéd Elements=lindividual
RIghts

RIg
RIg
RIg

Nt to amend Pl
Nt to an acceUNtIngfof

Nt to obtain afpaper co

electronic notice

PHI disclosures

oy for any




ReguikediEleméenis= @evered
Entities Duties

® Must state In the netice that they are
required by law

— to maintain the pREWVaGy,of PHI

— to provide a notiegyofdhelr legal duties and
practices

— to abide by terms @f¥aotice currently In
effect




ReguikediEleméenis= @evered
Entities Duties

@ If CE wishes

— to change pracice and

— apply the revisegg@raeices to previously
obtained PHI

— must make statementjtorthat effect in notice

— describe how revisedynotice will be
Implemented




Required*ElementssComplaints

® Notice must state

— how a complaintea™gypresented If It Is
believed that pivacy rigiits have been
violated

— complaint may Befiled®vith the Secretary

— Individual will nat"sUiifer
filing complaint




Required-Ele ments*€ontact

® Notice must identify

— Point of contaéi
additional informatiéngcan be obtained
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Required*ElemeniPEriEctive Date

® Notice must includerdate notice went
Into effect

— effective date cap@@t Be earlier that date
notice was printés, argotiblished

— may wish to highitghib any material
modifications mada




OptieralElements

® Any description regarding more
restrictive, more limited uses and
disclosures

— 1.e. emphasize tRgevem though law permits

CE will not discl@sejPiH | unless pressed by
legal authorities




Revisions TorNotice

e CE required to adhgere.to notice
currently in eftect

® Must promptly revisepnotice regarding
changes In practice,te:

— uses and disclosuUkes
— Individual’s rights
— CE legal duties




Revisions TorNotice

® CE must also revisents P&P

— P&P cannot befghanigedsintil effective date
of notice

® CE must includefip netice
— change In practices f@grnnclude existing PHI




Provision OfNotice

® CE must provide netice upon request of
any person

— requestor need pEiMBEEoVvered individual
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Provision“®@fNoticesHealth Plans

® Notice must be distrBtited by:
— compliance daigé fogexisting enrollees
— date of enrolimejpi

— after enrollment¥6@,déN/s after material
change

— no less than every g, Yyears about
avallability of notiee
how to obtain copy




Provision“®@fNoticesHealth Plans

® Single notice mayaersent to family of
Insured

® Notice must be relevant to individual
— multiple group plamns




Provision @lNotice €overed
ProViders

® Covered providersgwith direct
treatment must:

— provide notice asg@*Tlist service after
compliance daté




Provision @lNotice €overed
ProViders

® May satisfy requirement by:
— sending noticefo alll patlents at once

— giving notice to a1 patient as seen or
contacted electrepically

— or by combinatiofg efjabove




Provision @lNotice €overed
ProViders

® Covered providersgwith physical
delivery site must:

— prominently posigtit€ potice

— make notice avalallefn site (for
Individual to také)

— promptly post all ggwisions and make
available on site




Provision @lNotice €overed
ProViders

® Provider may disthidte electronically,
If:
— Individual agreesgi@*receiving materials
electronically

— Individual has nat"withdrawn their
agreement

— In case of knowledgesthat electronic
transmission failed,|a paper copy Is
provided




Provision @lNotice €overed
ProViders

® Individuals receiVipg:an electronic
notice retain theirignt

— to recelve a papeotiee
— right must be déeéseilbe@ in the notice




Provision @lNotice €overed
ProViders

® Providers with indiréect treatment

— only required @@, predugl the notice upon
request




Joint NGUEErBYASeparaieiCovered
ENtIties

e Allow CE that partieipate in an
organized healti care afrangement

(OHCA) to:

— produce a singléWgelieé”describing
combined privacy/practices

— CE under commomyBwwnership may
designate themselyves,as a single affiliated
CE




Joint NGUEErBYASeparaieiCovered
ENtIties

® CE under commaongeWnership may elect
not to be a singlé cavereéd entity

— may elect to progice ayjoint notice If part of
OHCA
all members mustragrée to abide by notice
notice must reasornawle identify all CE

sharing PHI to cariygout treatment must be
specified In noticé




Notce-lDecumentation

® CE must retain COpI€s;Of the notice(s)
they Issue

— maintain the P&RaA™WgEiten or electronic

form

I




Notce-lDecumentation

® Retention period
— SIX years fromfiige datedy its creation
— or the date whenpgiiMasiwwvas in effect
— whichever Is |ater




AUthoerizations

® C.E.’s must have agtihorization

— for any purposginot

permitted or
required by HIPAA




AUthoerizations

® C.E.’s not requiredgiorobtain
authorization
— treatment
— payment
— health care operations




AutherizawmenRssRequired

® Disclosures relatingsto but not limited
to:
— marketing
— enrollment Zundegiiting
— employment detéxmiigation

— fundraising for any@ntity other than the
C.E.

— psychotherapy notes




Valtd"Autherzatrons

® Core elements
® Plain languageirequirement




Authorizations |- Cere‘Elements

1.Information in a specific and
meaningful fashion

3.Name to whom the C.E."may
disclose to

5.Statement re: individuals right
to revoke

7.Signature of the individual and
date

2gNlame authorized to make the
regquested use

4. .An expiration date

6.Statement that inormation may
be subject to redisclosure

8.Description of individuals
representative




Patients RIghts

® Request restriction om
disclosure

® Access to PHI
® Amendment offPHI

® Accounting of dis¢losures of
PHI




PatientRights = ReEstriction

® Must permit individOzl to request
restrictions

- PTO gf&i
-

— Other allowed dfsglostires s
,§

O~ 11
CE not required to agree il
If CE agrees, mustgomply




PatientRights = ReEstriction

@ Standard - requestdiestriction
® Implementationy/ termiiation
® Documentation




PatientRights = ReEstriction

® Standard - confideatial communication -
provider/healti plan

— accommodate reas@anle requests to receive
PHI by

alternative means
alternative location




PatientRights = ReEstriction

® Standard - confideatial communication -
provider/healti plan

— C.E. may requirggi@®Vaiting
— C.E. may conditi@p,thRé"provision on

When appropriaté -jhew payment will be
handled

Specification of an‘alternative address or
method of contact




PatientRights = ReEstriction

e Standard - confideatial communication -
provider/healti plan
— provider may noigequire basis for request

— health plan maySegduife statement

that disclosure offinfaogmation could endanger
the individual




Patient«RIghts="Atcess

RIght of access

Unreviewable @rounds for denial
Reviewable grogiAds fer denial
Review of denial gfeaccess




Patient"RIghtsshe“Amend

® Right to amend asdeng as C.E. maintains
PHI

® Denial of amendment
5.&‘

N
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Patient*R1glis sieNAccounting

® Right to receivegandlaceelinting
— made by C.E. 1pgIX“yeals, prior to request

date

except for PTO gé‘g
to themselves gg.g;.’
facility directory "3"’ ’

national security {

correctional institutions g

prior to compliance date for C.E.




Policres<and Precedures

® C.E. must implementP&P re: PHI

— to comply witighiH IBAA

— be reasonably dgsiighneg, to account for size
of organization

/%




Pelicies and Procedures

® Changes to poliCiesor precedures

— C.E. must changésasinesessary to
accommodate ciiefngesvimlaw

— changes may Includeg@ior PHI if notice
was properly giyen

— C.E. may make chai[ges to P&P anytime
provided

they are documentéd
prior P&P Is also documented




QUESTIONS AND ANSWERS
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